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THIS AGREEMENT is made on 17" November 2021

BETWEEN

1) The Government of Jersey (acting through the Minister for Modernation and Digital) or
where the context requires, any administration of the Government of Jersey of 19-21 Broad Street,
St Helier, Jersey JE2 3RR (the “Authority”); and

2 Calligo Limited (company registered number 108654) whose registered office is at Block 3 The
Forum, Grenville Street St Helier Jersey JE2 4UF (the “Contractor”).

RECITALS:

(A) The Authority, in pursuance of the Act of the States dated 27" May 2020, in which the States
agreed that appoint external resource for the provision the Data Protection Officer to the
authority. This is in accordance with Authority’s statutory and legal obligations required of public

authorities under the Data Protection (Jersey) 2018

(B) The Authority and the Contractor have agreed that the Contractor shall provide and the Authority
shall co-operate with it in providing the Services in the manner and upon the terms hereinafter set
out.
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Part 1 - Preliminary

1. Definitions and Interpretations

1.1. In this Agreement unless the context otherwise requires the following terms shall have the

meanings given to them below:

“2018 Law” means the Data Protection (Jersey) Law 2018.

“‘Agreement” means this agreement between the Authority and the Contractor consisting of these
clauses and any attached Schedules, the Invitation to Tender, the Contractor's Tender and any other

documents (or parts thereof) specified by the Authority.

“‘Approval” and “Approved” means the written consent of the Contract Manager.

“Authority Property” means any property, other than real property, issued or made available to the
Contractor by the Authority in connection with the Agreement.

‘“Commencement Date” means that date specified as such in paragraph 2.1 of Part A of Schedule
1.

“‘Commercially Sensitive Information” means the subset of Confidential Information listed in the

Commercially Sensitive Information Schedule comprised of information:

(a) which is provided by the Contractor to the Authority in confidence for the period set out in that

Schedule; and/or

(b) that constitutes a trade secret.

“‘“Commercially Sensitive Information Schedule” means the Schedule containing a list of the
Commercially Sensitive Information.

“Confidential Information” means any information which has been designated as confidential by
either Party in writing or that ought to be considered as confidential (however it is conveyed or on
whatever media it is stored) including information which relates to the business, affairs, properties,
assets, trading practices, Services, developments, trade secrets, Intellectual Property Rights,know-
how, personnel, customers and suppliers of either Party, all personal data and special category data

within the meaning of the 2018 Law and the Commercially Sensitive Information.
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“‘Contract Manager” means the person for the time being appointed by the Authority as being
authorised to administer the Agreement on behalf of the Authority or such person as may be
nominated by the Contract Manager to act on its behalf.

“Contractor’s Representative” means the individual authorised to act on behalf of the Contractor

for the purposes of the Agreement.

“‘Default” means any material breach of the obligations of either Party (being a fundamental
breach or breach of a fundamental term), its employees, agents or sub-contractors in connection
with or in relation to the subject matter of the Agreement and in respect of which such Party is

liable to the other.

‘Equipment” means the Contractor’'s equipment, plant, materials, and such other items supplied

and used by the Contractor in the performance of its obligations under the Agreement.

“‘Expiry Date” means that date specified as such in paragraph 2.2 of Part A of Schedule 1.

“Extension” means the extension of the duration of the Agreement agreed in accordance with

clause 50.

“FOIL” means the Freedom of Information (Jersey) Law 2011 and any subordinate legislation made
under this Law from time to time together with any guidance and/or codes of practice issued by the

Information Commissioner in relation to such legislation.

“‘General Change in Law” means a change in Law which comes into effect after the
Commencement Date, where the change is of a general legislative nature (including taxation or
duties of any sort affecting the Contractor) or which would affect or relate to a comparable supply

of Services of the same or a similar nature to the supply of the Services.

“Incentive Credit Scheme” or “Scheme” means the Scheme set out at Part B, Schedule 1.

‘Information” has the meaning given under Article 1 of the Freedom of Information (Jersey) Law
2011.

“Initial Term” means the period from the Commencement Date to the Expiry Date or such earlier

date of termination or partial termination of the agreement in accordance with clause 2.1 of the

Agreement.
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‘Intellectual Property Rights” means patents, inventions, trade marks, service marks, logos,
design rights (whether registrable or otherwise), applications for any of the foregoing, copyright,
database rights, domain names, trade or business names, moral rights and other similar rights or
obligations whether registrable or not in any country (including but not limited to the Channel Islands
or the United Kingdom) and the right to sue for passing off.

‘Invitation to Tender” means an invitation for Contractors to bid for the Services required by the
Authority.

“Key Personnel” means those persons named in Schedule 5 as being key personnel.

“‘Law” means any applicable enactment, sub-ordinate legislation within the meaning of Article 10 of
the Interpretation (Jersey) Law 1954 passed by the States of Jersey and confirmed by Her Majesty
in Council and any provision of any regulations, Order, rules, scheme or other instrument passed
or made in Jersey under the authority or any Order in Council or under any such Law as aforesaid,
bye-laws, regulatory policy, guidance or industry code, judgement of a relevant court of law, or
directives or requirements of any Regulatory Body of which the Contractor is bound to comply or the

equivalent enactment in England where the context otherwise requires.

"Malicious Software" means any software program or code intended to destroy, interfere with,
corrupt, or cause undesired effects on program files, data or other information, executable code or
application software macros, whether or not its operation is immediate or delayed, and whether the

malicious software is introduced willfully, negligently or without knowledge of its existence.

“‘Milestones” means the milestones set out at Schedule 5.

“Month” means calendar month.

“‘“Named Employee” has the meaning given to it in clause 33.1.

“Party” means a party to the Agreement and “Parties” shall be construed accordingly.

“Premises” means the location where the Services are to be performed, as proposed by the
Authority.
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“Price” means the price exclusive of any applicable Tax, payable to the Contractor by the Authority
under the Agreement, as set out in the Pricing Schedule, for the full and proper performance by the
Contractor of its obligations under the Agreement but before taking into account the effect of any
adjustment of price in accordance with clause 23.

“Pricing Schedule” means the Schedule containing details of the Price.

“‘Quality Standards” means the quality standards published by the British Standards Institute, the
International Organisation for Standardisation or any other equivalent body, and, in the absence of
any such published standards, those quality standards that a skilled and experienced operator
engaged in the same type of industry or business as the Contractor would reasonably andordinarily
be expected to comply as supplemented by the Specification.

“‘Regulatory Bodies” means those government departments and regulatory statutory and other
entities, committees, ombudsmen and bodies which, whether under statute, rules, regulations, codes
of practice or otherwise, are entitled to regulate, investigate, or influence the matters dealt with in
the Agreement or any other affairs of the Authority and “Regulatory Body” shall be construed

accordingly.

‘Replacement Contractor” means any third-party Contractor appointed by the Authority from time
to time, to provide any services which are substantially similar to any of the Services, and which the
Authority receives in substitution for any of the Services following the expiry, termination or partial
termination of the Agreement, whether those services are provided by the Authority internally and/or

by any third Party.

‘Requests for Information” shall have the meaning set out in FOIL or any apparent request for

information under the FOIL.

“Schedule” means a schedule attached to the Agreement.

“Service Data” means the Authority data held (whether Processed or Controlled) by the Contractor
in the performance of the Services

“Services” means the services to be provided as specified in the Services Schedule.

“Services Schedule” means Part A of Schedule 1 hereto containing details of the Services.

“Specification” means the description of the Services to be provided under the Agreement and

attached as the Services Schedule.
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“Specific Change in Law” means a change in Law which comes into effect after the
Commencement Date that relates specifically to the business of the Authority, and which would not
affect a comparable supply of services of the same or a similar nature to the supply of the Services.

“Staff” means all persons employed by the Contractor to perform the Agreement together with the

Contractor’s servants, agents and sub-contractors used in the performance of the Agreement.

“Statutory DPO Tasks” means that part of the Services, performance of which by the Consultant is
mandated under statute, as updated from time to time, and as currently described in paragraph
4.2.1, Part A of Schedule 1.

“Tax” means Value Added Tax (VAT) / Goods and services Tax (GST) to the extent that either is
applicable.

“Tender” means the Contractor’s response to the Invitation to Tender (as subsequently clarified in
Schedule 6 hereto).

“Term” means the period of duration of the Agreement in accordance with clause 2.1.

“Users” means a reasonably representative sample of those users who consume or benefit from the

Services.

“Variation” has the meaning given to it in 45.1.

“Working Day” means a day (other than a Saturday or Sunday) on which banks are open for

domestic business in Jersey.

1.2. In the Agreement except where the context otherwise requires:

(@) the terms and expressions set out in clause 1.1 shall have the meanings ascribed therein.

(b) words importing the singular meaning include where the context so admits the plural meaning

and vice versa.

(c) words importing the masculine include the feminine and the neuter.

(d) reference to a clause is a reference to the whole of that clause unless stated otherwise.

(e) references to any statute, enactment, order, regulation or other similar instrument shall be

construed as a reference to the statute, enactment, order, regulation or instrument as amended

Page | 10



by any subsequent enactment, modification, order, regulation or instrument assubsequently
amended or re-enacted.

() references to any person shall include natural persons and partnerships, firms and other
incorporated bodies and all other legal persons of whatever kind and however constituted and
their successors and permitted assignees or transferees.

(g) references to the Supplier or Contractor shall be a reference to the Contractor and vice versa
and shall have the same meaning as Contractor.
(h) the words “include”, “includes” and “including” are to be construed as if they were immediately

followed by the words “without limitation”; and

() headings are included in the Agreement for ease of reference only and shall not affect the

interpretation or construction of the Agreement.

2. Term

2.1. The Agreement shall take effect on the Commencement Date and shall expire automatically on 30™
November 2024, unless it is otherwise terminated in accordance with the Agreement, or otherwise

lawfully terminated.

2.2. The Authority may seek to extend the duration of the Agreement in accordance with clause 50.
During the Extension, the obligations under the Agreement shall continue (subject to any Variation)

until the expiry of the period specified in accordance with clause 50.

3. Contractor’s Status (Principal)

3.1. In carrying out the Services the Contractor shall be acting as principal and not as the agent of the
Authority.

3.2. Accordingly:

(@) the Contractor shall not (and shall procure that the Staff do not) say or do anything that might

lead any other person to believe that the Contractor is acting as the agent of the Authority; and

(b) nothing in the Agreement shall impose any liability on the Authority in respect of any liability
incurred by the Contractor to any other person but this shall not be taken to exclude or limit
any liability of the Authority to the Contractor that may arise by virtue of either a breach of the

Agreement or by negligence on the part of the Authority, the Authority’s employees, servants
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or agents.

4. Authority’s Obligations

4.1.

Save as otherwise expressly provided, the obligations of the Authority under the Agreement are
obligations of the Authority in its capacity as a contracting counterparty and nothing in the
Agreement shall operate as an obligation upon, or in any other way fetter or constrain the
Authority in any other capacity, nor shall the exercise by the Authority of its duties and powers in
any other capacity lead to any liability under the Agreement (howsoever arising) on the part of the
Authority to the Contractor.

5. Entire Agreement

5.1.

5.2.

The Agreement constitutes the entire agreement between the Parties relating to the subject matter
of the Agreement. The Agreement supersedes all prior negotiations, representations and
undertakings, whether written or oral, except that this clause shall not exclude liability in respect of

any fraudulent misrepresentation.

In the event of and only to the extent of any conflict between the body of the Agreement,
Specification, Invitation to Tender, Contractor’s Tender and other documents referred to or attached
to the Agreement, the conflict shall be resolved in accordance with the following order of
precedence:
Q) the body of the Agreement shall prevail over.
(2) the Schedules.
3) the Invitation to Tender.
4) the Contractor's Tender

(5) any other document referred to in the Agreement.

Unless expressly agreed, a document varied pursuant to clause 45 shall not take higher

precedence than specified here.

5.3. The Agreement may be executed in counterparts, each of which when executed and delivered shall

Page |
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6. Scope of Agreement

6.1. Nothing in the Agreement shall be construed as creating a partnership or a contract of employment
between the Authority and the Contractor.

7. Notices

7.1. Except as otherwise expressly provided within the Agreement, no notice or other communication
from one Party to the other shall have any validity under the Agreement unless made in writing by

or on behalf of the Party concerned.

7.2. Any notice or other communication which is to be given by either Party to the other shall be given
by letter (sent by hand, post, registered post or by the recorded delivery service), by facsimile
transmission or electronic mail (confirmed in either case by letter). Such letters shall be addressed
to the other Party in the manner referred to in clause 7.3. Provided the relevant communication is
not returned as undelivered, the notice or communication shall be deemed to have been given 2
Working Days after the day on which the letter was posted, or four hours, in the case of electronic
mail or facsimile transmission or sooner where the other Party acknowledges receipt of such letters,

facsimile transmission or item of electronic mail.

7.3. For the purposes of clause 7.2, the address of each Party shall be:

(@) For the Authority:
Government of Jersey,
Chief Operating Office, Modernisation and Digital
3rd Floor Jubilee Wharf
24 The Esplanade, St Helier
Jersey JE2 3QA
For the attention of: Contracts
Manager
Sarah Holland
Tel: +44 (0) 7797 746 146
E-mail: S.Holland@gov.je

(b) For the Contractor:
Calligo Limited
Block 3 The Forum,
Grenville Street St Helier
Jersey JE2 4UF
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mailto:S.Holland@gov.je

For the attention of: Mr Adam Ryan
Tel: 01534 873000
E-mail: privacy@calligo.io

7.4. Either Party may change its address for service by serving a notice in accordance with this clause.

8. Mistakes in Information

8.1. The Contractor shall be responsible for the accuracy of all drawings, documentation and information
supplied to the Authority by the Contractor in connection with the provision of the Services and shall

pay the Authority any extra costs occasioned by any discrepancies, errors or omissions therein.

9. Conflicts of Interest

9.1. The Contractor shall take appropriate steps to ensure that neither the Contractor nor any employee,
servant, agent, supplier or sub-contractor is placed in a position where in the reasonable opinion of
the Authority there is or may be an actual conflict, or a potential conflict, between the pecuniary or
personal interests of the Contractor or such persons and the duties owed to the Authority under the
provisions of the Agreement. The Contractor will disclose to the Authority full particulars of any such

conflict of interest which may arise.

9.2. The provisions of this clause shall apply during the continuance of the Agreement and for a period

of two years after its termination.

10. Fraud

10.1. The Contractor shall take all reasonable steps, in accordance with good industry practice,
to prevent any fraudulent activity by the Staff, the Contractor (including its shareholders, members,
directors) and/or any of the Contractor’s suppliers, in connection with the receipt of monies from the
Authority. The Contractor shall notify the Authority immediately if it has reason to suspect that any

fraud has occurred or is occurring or is likely to occur.
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Part 2 — The Provision of the Services

11. The Services

11.1. The Contractor shall provide the Services during the Term in accordance with the Authority’s
requirements as set out in the Specification and the terms of the Agreement. The Authority shall
have the power to inspect and examine the performance of the Services at the Authority’s Premises
at any reasonable time or, provided that the Authority gives reasonable notice to the Contractor, at

any other premises where any part of the Services is being performed.

11.2. The Contractor shall at all times deliver the Services in accordance with the Law.

11.3. If the Authority informs the Contractor that the Authority considers that any part of the
Services do not meet the requirements of the Agreement or differ in any way from those
requirements, and this is other than as a result of Default or negligence on the part of the Authority
or necessitated under the Statutory DPO Tasks of the Contractor, the Contractor shall at its own
expense re-schedule and carry out the Services in accordance with the requirements of the

Agreement within such reasonable time as may be specified by the Authority.

11.4. Subject to the Authority providing Approval in accordance with clause 12.3, timely provision
of the Services shall be of the essence of the Agreement, including in relation to commencing the

provision of the Services within the time agreed or on a specified date.

11.5. Without prejudice to any other rights and remedies the Authority may have pursuant to the
Agreement, the Contractor shall reimburse the Authority for all reasonable costs incurred by the
Authority which have arisen as a consequence of the Contractor’s delay in the performance of its
obligations under the Agreement and which delay the Contractor has failed to remedy following
reasonable notice from the Authority. For the avoidance of doubt, the Contractor’s obligation to
reimburse the Authority under this clause does not arise to the extent that the delay was caused by
a delay or failure by the Authority to provide Approval under clause 12.3, or where the delay was

necessitated by the Statutory DPO Tasks of the Contractor.

11.6. Nothing in this Agreement shall prevent the Authority from conducting or undertaking any
additional works or services that may be connected to the Services or appointing a third party to

conduct or undertake any additional works or services that may be connected to the Services.

12. Manner of Carrying Out the Services

12.1. The Contractor shall perform the Services in accordance with the service levels and
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standards set out in Schedule 1, Part B.

12.2. The Contractor shall provide and, unless otherwise agreed, install all the Equipment
necessary for the provision of the Services.

12.3. The Contractor shall make no delivery of Equipment nor commence any work on the
Authority’s Premises without obtaining the Authority’s prior Approval.

12.4. All Equipment brought onto the Authority’s Premises shall be at the Contractor’'s own risk.
The Contractor shall provide for the haulage or carriage thereof to the Premises and the removal of
Equipment when no longer required at its sole cost. Unless otherwise agreed, Equipment brought

onto the Authority’s Premises will remain the property of the Contractor.

12.5. The Contractor shall maintain all items of Equipment within the Authority’s Premises in a

safe, serviceable and clean condition.

12.6. All Equipment shall be at the risk of the Contractor and the Authority shall have no liability
for any loss of or damage to any Equipment unless the Contractor is able to demonstrate that

such loss or damage was caused or contributed to by the negligence or Default of the Authority.

12.7. The Authority shall have the power at any time during the performance of the Services to

order in writing that the Contractor:

(a) remove from the Authority’s Premises any Equipment which in the opinion of the Authority is

either hazardous, noxious or not in accordance with the Agreement; and

(b) if the Authority has ordered the Contractor to remove any item of Equipment in accordance

with clause 12.7 (a) above, to replace such item with a suitable substitute item of Equipment.

12.8. On completion of the Services the Contractor shall remove the Equipment together with any
other materials used by the Contractor to provide the services in order to leave the Authority’s
Premises in a clean, safe and tidy condition. For the avoidance of doubt the Contractor is solely
responsible for making good any damage to the Authority’s premises or any objects contained
thereon, other than fair wear and tear, which is caused by the Contractor or any of the Contractor’s

employees, servants, agents, suppliers or sub-contractors.

12.9. Access to the Authority’s Premises shall not be exclusive to the Contractor but shall be limited
to such Staff and the Contractor’s suppliers as are necessary to perform of the Services
concurrently with the execution of work by others. The Contractor shall co-operate free of charge

with such others on the Authority’s Premises as the Authority may reasonably require.
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13. Standard of Work

13.1. The Contractor shall at all times comply with the Quality Standards, and where applicable
shall maintain accreditation with the relevant Quality Standards authorisation body. To the extent
the standard of Services has not been specified in the Agreement, the Contractor shall agree the
relevant standard of Services with the Contract Manager prior to execution and shall execute the
Agreement with reasonable care and skill and in accordance with good industry practice.

13.2. The Contractor warrants and represents that all Staff assigned to the performance of the
Services shall possess and exercise such qualifications, skill and experience as are necessary for

the proper performance of the Services.

13.3. The introduction of new methods or systems which materially impinge on the provision of the
Services shall be subject to prior Approval.

13.4. The signing by the Contract Manager (or his representative) of time sheets or other similar

documents shall not be construed as implying the Contractor's compliance with the Agreement.

13.5. The Contractor shall familiarise itself and comply with all applicable Authority policies, as
may be amended from time to time, assuming always that such policies have been provided by the

Authority to the Contractor in advance.

| 14. Not Used
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15. Key Personnel

15.1. Key Personnel shall not be released from providing the Services without the agreement of
the Authority, except by reason of long-term sickness, termination of employment and other

extenuating circumstances.

15.2. Any replacements to the Key Personnel shall be subject to Approval. Such replacements
shall be of at least equal status or of equivalent experience and skills to the Key Personnel being
replaced and be suitable for the responsibilities of that person in relation to the Services. The
Contractor shall provide the Authority with a copy of the proposed replacement Key Personnel’s
CV. Where the Authority considers it to be appropriate the Authority shall be entitled to meet with
the proposed replacement Key Personnel for the purpose of discussing the applicable role.

15.3. The Contractor shall provide the Authority with at least one months’ written notice of any

change to Key Personnel.

15.4. The Authority shall not unreasonably withhold its agreement under clause 15.1 or clause
15.2. Such agreement shall be conditional on appropriate arrangements being made by the
Contractor to minimise any adverse impact on the Agreement which could be caused by a change

in Key Personnel.

16. Contractor’s Staff

16.1. The Authority reserves the right under the Agreement to refuse to admit to, or to withdraw

permission to remain on, any premises occupied by or on behalf of the Authority:

(@) any member of the Staff; or

(b) any person employed or engaged by a sub-contractor, agent or servant of the Contractor

whose admission or continued presence would be, in the reasonable opinion of the Authority,

undesirable.

Page | 18



16.2. If and when directed by the Authority, the Contractor shall provide a list of the names and
addresses of all persons who it is expected may require admission in connection with theAgreement
to any premises occupied by or on behalf of the Authority, specifying the capacities in which they
are concerned with the Agreement and giving such other particulars as the Authority may
reasonably desire.

16.3. The Contractor's Staff, engaged within the boundaries of any of the Authority’s Premises,
shall comply with such rules, regulations and requirements (including those relating to security
arrangements) as may be in force from time to time for the conduct of personnel when at that

establishment and when outside that establishment.

16.4. The decision of the Authority as to whether any person is to be refused access to any
premises occupied by or on behalf of the Authority shall be final and conclusive.

16.5. The Contractor shall bear the cost of any notice, instruction or decision of the Authority under

this clause.

17. Jersey Living Wage

17.1 The Contractor will ensure that all relevant Staff employed or engaged by the Contractor

are paid an equivalent hourly wage which is equal to or exceeds the Jersey Living Wage.

17.2 The Contractor will ensure all relevant Staff employed or engaged by its subcontractors (if

any) pay an equivalent hourly wage which is equal to or exceeds the Jersey Living Wage.

17.3 The Contractor will provide to the Authority such information concerning the Jersey Living Wage
and the performance of its obligations under clause 17 as the Authority may reasonably require and

within the deadlines it reasonably imposes.

18. Inspection of Premises

18.1. Save as the Authority may otherwise direct, the Contractor is deemed to have inspected
the Premises before tendering so as to have understood the nature and extent of the Agreement to
be carried out and be satisfied in relation to all matters connected with the performance of the

Agreement.

18.2. The Authority shall, at the request of the Contractor, grant such access as may be

reasonable for the purpose referred to in clause 18.1.
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19. Licence to occupy Authority’s Premises

19.1. Any land or Premises (including temporary buildings) made available to the Contractor by
the Authority in connection with the Agreement, shall be made available to the Contractor free of
charge and shall be used by the Contractor solely for the purpose of performing its obligations under
the Agreement. The Contractor shall have the use of such land or Premises as licensee and shall

vacate the same on completion, termination or abandonment of the Agreement.

19.2. The Contractor shall not use the Authority’s Premises for any purpose or activity other than

the provision of the Services.

19.3. Should the Contractor require modifications to the Authority’s Premises, such modifications
shall be subject to prior Approval and shall be carried out by the Authority at the Contractor’s
expense. The Authority shall undertake Approved modification work without undue delay.

Ownership of such modifications shall rest with the Authority.

19.4. The Contractor shall (and shall ensure that their employees, servants, agents, suppliers or
sub-contractors) observe and comply with such rules and regulations as may be in force at any time
for the use of such Premises as determined by the Authority, and the Contractor shall pay forthe
cost of making good any damage caused by the Contractor, his employees, servants, agents,
suppliers or sub-contractors other than fair wear and tear. For the avoidance of doubt, damage

includes damage to the fabric of the buildings, plant, fixed equipment or fittings therein.

19.5. The Parties agree that there is no intention on the part of the Authority to create a tenancy of
whatsoever nature in favour of the Contractor or its employees, servants, agents, suppliers or sub-
contractors and that no such tenancy has or shall come into being and, notwithstanding any rights
granted pursuant to the Agreement, the Authority retains the right at any time to use in any manner

the Authority sees fit any premises owned or occupied by it.

20. Authority Property

20.1. Where the Authority for the purpose of the Agreement issues Authority Property free of
charge to the Contractor such property shall be and remain the property of the Authority. The
Contractor shall not in any circumstances have a lien on the Authority Property and the Contractor
shall take all reasonable steps to ensure that the title of the Authority to such Authority Property and
the exclusion of any such lien are brought to the notice of all sub-contractors and other persons

dealing with the Agreement.
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20.2. Any Authority Property made available or otherwise received by the Contractor shall be
deemed to be in good condition when received by or on behalf of the Contractor unless the
Contractor notifies the Authority otherwise within 5 Working Days of receipt.

20.3. The Contractor shall maintain all Authority Property in good order and condition, excluding
fair wear and tear, and shall use Authority Property solely in connection with the Agreement and for
no other purpose without prior Approval.

20.4. The Contractor shall notify the Contract Manager of any surplus Authority Property remaining
after the expiry, termination and/or partial termination (as appropriate) of the Agreement and shall
dispose of it as the Authority may direct. Waste of such Authority Property arising from bad
workmanship or negligence of the Contractor or any of the Contractor's employees, servants,
agents, suppliers or sub-contractors shall be made good at the Contractor's expense. Without
prejudice to any other rights of the Authority, the Contractor shall deliver up Authority Property

whether processed or not to the Authority on demand.

20.5. The Contractor shall ensure the security of all Authority Property, whilst in the Contractor’s
possession, either on its premises or elsewhere during the performance of the Agreement, in

accordance with the Authority’s reasonable security requirements as required from time to time.

20.6. The Contractor shall be liable for any and all loss of or damage (excluding fair wear and tear)
to any Authority Property, unless the Contractor is able to demonstrate that such loss or damage
was caused by the negligence or Default of the Authority. The Contractor’s liability set out in this
clause shall be reduced to the extent that such loss or damage was contributed to by the negligence
or Default of the Authority. The Contractor shall inform the Contract Manager within 2 Working Days
of becoming aware of any defects appearing in or losses or damage occurring to Authority Property

made available for the purposes of the Agreement.

21. Sub-Contracting for the delivery of the Services

21.1. Where the Contractor enters into a sub-contract with a supplier or contractor for thepurpose
of performing the Agreement, it shall cause a term to be included in such a sub-contract which
requires payment to be made of undisputed sums by the Contractor to the sub-contractor within a
specified period not exceeding 30 days from the receipt of a valid invoice, as defined by the sub-

contract requirements.

22. Offers of Employment

22.1. For the duration of the Agreement and for a period of 12 months thereafter the Contractor

shall not employ or offer employment to any of the Authority’s Staff who have been associated
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with the procurement and/or the contract management of the Services without the Authority’s prior

Approval.
22.2 For the duration of the Agreement and for a period of 12 months thereafter, the Authority shall

not employ or offer employment to any of the Contractor’s staff who have provided any of the Services

to the Authority under this Agreement.
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Part 3 — Payment and Price

23.

24.

Price

23.1. In consideration of the performance of the Contractor’s obligations under the Agreement by

the Contractor, the Authority shall pay the Price in accordance with clause 23.

23.2. In the event that the cost to the Contractor of performing its obligations under the Agreement
increases or decreases as a result of a change of Law, the provisions of clause 28 shall apply.

23.3. The Parties agree that Value Added Tax shall not be chargeable and that any additional tax
liability (in respect of any other jurisdiction) shall be met by the Contractor.

Payment and Tax

24.1. Subject to clause 24.2, the Authority shall pay the undisputed sums due to the Contractor
in cleared funds within 30 days of receipt and agreement of valid invoices, submitted monthly in

arrears, for work completed to the satisfaction of the Authority.

24.2. Not Used

24.3. Each invoice shall contain a purchase order number, all appropriate references and a
detailed breakdown of the Services and shall be supported by any other documentation reasonably
required by the Contract Manager to substantiate the invoice. The Authority reserves the right not

to pay if the purchase order is not on the invoice.

24.4, Tax, where applicable, shall be shown separately on valid Tax invoices as a strictly net extra
charge.

24.5. Not Used

24.6. To encourage the Contractor to perform the Services in an efficient manner, the

Scheme set out at Part B, Schedule 1 of the Agreement shall apply, which entitles and permits the

Authority to certain credits which can be offset by the Authority against future instalments of the
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Price. The Scheme entitles the Contractor to certain credits where it delivers the Services in
advance of the agreed specified timescales (subject always to the maximum percentage stated at
Part B, Schedule 1). The credits shall not be an exclusive financial remedy for the Authority for
any failure to meet service levels and the payment of the credits shall be without prejudice to any
other remedy which the Authority may have under this Agreement or otherwise.

24.7. The Contractor shall be entitled to suspend the supply of the Services if it believes, acting
reasonably, that the Authority is obstructing or hindering the Contractor’s ability to perform the
Statutory DPO Tasks.

25. Recovery of Sums Due

25.1. Wherever under the Agreement any sum of money is recoverable from or payable by the
Contractor (including any sum which the Contractor is liable to pay to the Authority in respect of any
breach of the Agreement), the Authority may unilaterally deduct that sum from any sum then due,
or which at any later time may become due to the Contractor under the Agreement or under any

other agreement or contract with the Authority.

25.2. Any overpayment by the Authority to the Contractor, whether of the Price or of tax, shall be

a sum of money recoverable by the Authority from the Contractor.

25.3. The Contractor shall make any payments due to the Authority without any deduction whether
by way of set-off, counterclaim, discount, abatement or otherwise unless the Contractor has a valid
court order requiring an amount equal to such deduction to be paid by the Authority to the

Contractor.

26. Price adjustment on Extension

26.1. Subiject to clause 24.5 the Price shall remain fixed for the Initial Term.

26.2. In the event of a possible Extension, the Authority reserves the right to review any charges

payable to the Contractor for the provision of services beyond the Initial Term.

26.3. If the Authority approaches the Contractor in accordance with clause 50 concerning an
Extension, the Authority must agree the charges to be payable to the Contractor for the provision

of any services during the Extension, at least 3 months prior to the end of the Initial Term.
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26.4. Any claim for an increase in the charges during an Extension will only be considered if the
increase does not exceed the percentage change in the Jersey Retail Price Index (RPI) (or another
such index as notified to the Contractor in writing) between the Commencement Date andthe date
3 months before the end of the Initial Term.

27. Euro

27.1. Any legislative requirement to account for the services in euro, (or to prepare for such
accounting) instead of and/or in addition to sterling, shall be implemented by the Contractor at nil
charge to the Authority.

27.2. The Authority shall provide all reasonable assistance to facilitate compliance by the
Contractor under clause 27.1.

28. Change of Law

28.1. The Contractor shall neither be relieved of its obligations to perform the Services in
accordance with the terms of the Agreement nor be entitled to an increase in the Price and/or any
charges payable by the Contractor as the result of:

(@) a General Change in Law; or

(b) a Specific Change in Law where the effect of that Specific Change in Law on the Services is
known at the Commencement Date.

28.2. If a Specific Change in Law occurs or will occur during the Term (other than those referred
to in clause 28.1) or during any extension agreed pursuant to clause 26, the Contractor shall notify
the Authority of the likely effects of that change, including:

(a) whether any change is required to the Services, the Price or the Agreement; and

(b) whether any relief from compliance with the Contractor’s obligations is required, including any

obligation to achieve any milestones or to meet any service level requirements at any time.

28.3. As soon as practicable after any notification in accordance with clause 28.2 the Parties
shall discuss and agree the matters referred to in that clause and any ways in which theContractor
can mitigate the effect of the Specific Change of Law, including:

(a) providing evidence that the Contractor has minimised any increase in costs or maximised any

reduction in costs, including in respect of the costs of its subcontractors.
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(b) demonstrating that a foreseeable Specific Change in Law had been taken into account by the
Contractor before it occurred.

(c) giving evidence as to how the Specific Change in Law has affected the cost of providing the

Services; and

(d) demonstrating that any expenditure that has been avoided has been taken into account in
amending the Price.

28.4. Any increase in the Price or relief from the Contractor's obligations agreed by the Parties

pursuant to this clause 28 shall be implemented in accordance with clause 45.
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Part 4 - Statutory Obligations, Codes of Practice and Reqgulations

29. Prevention of Corruption

29.1. The Contractor shall not offer or give, or agree to give, to any employee, agent, servant or
representative of the Authority any gift or consideration of any kind as an inducement or reward
for doing, refraining from doing, or for having done or refrained from doing, any act in relation to the
obtaining or execution of the Agreement or any other contract with the Authority, or for
showing or refraining from showing favour or disfavour to any person in relation, to the Agreement
or any such contract. The attention of the Contractor is drawn to the criminal offences under the

Prevention of Corruption Acts 1889 to 1916 and the Corruption (Jersey) Law 2006.

29.2. The Contractor warrants that it has not paid commission or has agreed to pay any
commission to any employee or representative of the Authority by the Contractor or on the

Contractor’s behalf.

29.3. Where the Contractor or Contractor's employees, servants, sub-contractors, suppliers or
agents or anyone acting on the Contractor’s behalf, engages in conduct prohibited by clauses
29.1 or 29.2 in relation to this or any other contract with the Authority, the Authority has the right

to:

(a) terminate the Agreement and recover from the Contractor the amount of any loss suffered by

the Authority resulting from the termination; or

(b) recover in full of the Contractor any other loss sustained by the Authority in consequence of

any breach of this clause, whether or not the Agreement has been terminated.

30. Discrimination

30.1. The Contractor shall not unlawfully discriminate either directly or indirectly on such grounds as
race, colour, ethnic or national origin, disability, sex or sexual orientation, religion or belief, or age
and without prejudice to the generality of the foregoing the Contractor shall not unlawfully
discriminate within the meaning and scope of the Sex Discrimination Act 1975, the Equal Pay Acts
1970 and 1983, the Disability Discrimination Act 1995, the Employment Equality (Sexual
Orientation) Regulations 2003, the Employment Equality (Religion or Belief) Regulations 2003,
the Human Rights Act 1998, Human Rights (Jersey) Law 2000 or other relevant legislation, or any

statutory modification or re-enactment thereof.
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30.2. The Contractor shall take all reasonable steps to secure the observance of clause 30.1 by all
servants, employees or agents of the Contractor and all suppliers and sub-contractors employed in
the execution of the Agreement.

31. Rights of Third Parties

31.1. No person who is not a Party to the Agreement (including without limitation any employee,
officer, agent, representative, or sub-contractor of either the Authority or the Contractor) shall have
any right to enforce any term of the Agreement, which expressly or by implication, confers a benefit
on him without the prior agreement in writing of both Parties, which agreement should specifically
refer to this clause 31. This clause does not affect any right or remedy of any person which exists

or is available otherwise.

32. Health and Safety

32.1. The Contractor shall promptly notify the Authority of any health and safety hazards which
may arise in connection with the performance of the Agreement. The Authority shall promptly notify
the Contractor of any health and safety hazards which may exist or arise at the Authority’s Premises

and which may affect the Contractor in the performance of the Agreement.

32.2. While on the Authority’s Premises, the Contractor shall comply with any health and safety
measures implemented by the Authority in respect of Staff and other persons working on those

Premises.

32.3. The Contractor shall notify the Authority immediately in the event of any incident occurring in
the performance of the Agreement on the Authority’s Premises where that incident causes any

personal injury or damage to property which could give rise to personal injury.

32.4. The Contractor shall comply with the requirements of the Health and Safety at Work (Jersey)
Law 1989 and to the extent applicable, the Health and Safety at Work etc. Act 1974 and any other
acts, orders, regulations and codes of practice relating to health and safety, which may apply to

Staff and other persons working on the Premises in the performance of the Agreement.

32.5. The Contractor shall ensure that its health and safety policy statement (if applicable) is made

available to the Authority on request.
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33. Criminal Records Check

33.1. The Contractor shall procure that in respect of all potential Staff or persons performing any
of the Services (each a “Named Employee”) before a Named Employee begins to attend any

Authority premises to perform any of the Services:

(a) each Named Employee is questioned as to whether he or she has any convictions; and

(b) the results are obtained of a check of the most extensive available (and appropriate) kind
made pursuant to PartV of the Police Act 1997 in respect of each Named Employee. and

(c) a copy of the results of such check are notified to the Authority.

33.2. The Contractor shall procure that no person who discloses any convictions, or who is found
to have any convictions following the results of a check, is employed or engaged by the
Contractor or on the Contractor’s behalf without the Authority’s prior written consent (such

consent not to be unreasonably withheld or delayed).

33.3. The Contractor shall procure that the Authority is kept advised at all times of any member
of Staff who, subsequent to his’lher commencement of employment as a member of Staff,
receives a conviction or whose previous convictions become known to the Contractor (or any

employee of a sub-contractor involved in the provision of the Services).
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Part 5 - Protection of Information

34. Data Protection

34.1. The Parties shall (and shall procure that any of its Staff involved in the provision of this
Agreement) comply with the 2018 Law or any applicable equivalent legislation in the contractors
jurisdiction (if outside Jersey) and Schedule 7 of this Agreement.

34.2. The provisions of this clause and Schedule 7 shall apply during the continuance of the

Agreement and indefinitely after its expiry or termination.

35. Cyber Essentials Scheme / Information Security Management System

35.1. The Contractor acknowledges that the Authority is required to reduce the levels of cyber
security risk in its supply chain and seeks compliance where appropriate to Cyber Essentials
Security/Information Security System model. Details of the Authority’s “Cyber Essentials Scheme

Requirements” can be found at Schedule 9 hereto.

35.2. If requested to do so by the Authority, before entering into this Agreement the Contractor will,
within 15 Working Days of the date of this Agreement, develop (and obtain the Authority’s written
Approval of) a Security Management Plan and an Information Security Management System. After
Authority Approval the Security Management Plan and Information Security Management System
will apply during the Term of this Agreement. Both plans will comply with the Authority’s security

policy and protect all aspects and processes associated with the delivery of the Services .

35.3. The Contractor will use software and the most up-to-date antivirus definitions available
from an industry-accepted antivirus software seller to minimise the impact of Malicious Software.

35.4. If Malicious Software causes loss of operational efficiency or loss or corruption of Service
Data, the Contractor will help the Authority to mitigate any losses and restore the Services to
operating efficiency as soon as possible.

35.5. Responsibility for costs will be at the:

35.5.1. Contractor’'s expense if the Malicious Software originates from the Contractor software or

the Service Data while the Service Data was under the control of the Contractor, unless the
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Contractor can demonstrate that it was already present, not quarantined or identified by the
Authority when provided; or

35.5.2. Authority’s expense if the Malicious Software originates from the Authority software or the
Service Data, while the Service Data was under the Authority’s control.

36. Confidentiality

36.1. Each Party:-

(&) shall treat all Confidential Information belonging to the other Party as confidential and
safeguard it; accordingly, and

(b) shall not disclose any Confidential Information belonging to the other Party to any other person
without the prior written consent of the other Party, except to such persons and to such extent
as may be necessary for the performance of the Agreement or except where disclosure is

otherwise expressly permitted by the provisions of the Agreement.

36.2. The Contractor shall take all necessary precautions to ensure that all Confidential

Information obtained from the Authority under or in connection with the Agreement:

(a) is given only to such of the Staff and professional advisors or Contractors engaged to advise it
in connection with the Agreement as is strictly necessary for the performance of the Agreement

and only to the extent necessary for the performance of the Agreement;

(b) is treated as confidential and not disclosed (without prior Approval) or used by any Staff or such

professional advisors or Contractors otherwise than for the purposes of the Agreement.

36.3. Where it is considered necessary in the opinion of the Authority, the Contractor shall ensure
that Staff or such professional advisors or Contractors sign a confidentiality undertaking before
commencing work in connection with the Agreement. The Contractor shall ensure that Staff or its
professional advisors or Contractors are aware of the Contractor’s confidentiality obligations under
the Agreement.

36.4. The Contractor shall not use any Confidential Information it receives from the Authority
otherwise than for the purposes of the Agreement.

36.5. The provisions of clauses 36.1 to 36.4 shall not apply to any Confidential Information
received by one Party from the other:
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(&) which is or becomes public knowledge (otherwise than by breach of this clause);
(b) which was in the possession of the receiving Party, without restriction as to its disclosure, before
receiving it from the disclosing Party;

(c) which is received from a third party who lawfully acquired it and who is under no obligation
restricting its disclosure;

(d) is independently developed without access to the Confidential Information; or
(e) which must be disclosed pursuant to a statutory, legal or parliamentary obligation placed upon
the Party making the disclosure, including any requirements for disclosure under the FOIL
pursuant to clause 36.
36.6. Nothing in this clause shall prevent the Authority:
(a) disclosing any Confidential Information for the purpose of:

a. the examination and certification of the Authority’s accounts; or

b. any examination pursuant to the Public Finances (Jersey) Law 2019 of the economy,

efficiency and effectiveness with which the Authority has used its resources; or

(b) disclosing any Confidential Information obtained from the Contractor:

a. to any Government of Jersey department or any administration of the Government of
Jersey. All Government of Jersey departments or any administration of the Government
of Jersey receiving such Confidential Information shall be entitled to further disclose the
Confidential Information to other Government of Jersey departments or any
administration of the Government of Jersey on the basis that the information is
confidential and is not to be disclosed to a third party which is not part of any Government

of Jersey department or any administration of the Government of Jersey;or

b. to any person engaged in providing any services to the Authority for any purpose relating

to or ancillary to the Agreement.

Page | 32



provided that in disclosing information under sub-paragraph (b) the Authority discloses only the
information which is necessary for the purpose concerned and requires that the information is treated

in confidence and that a confidentiality undertaking is given where appropriate.

36.7. Nothing in this clause shall prevent either Party from using any techniques, ideas or know-
how gained during the performance of the Agreement in the course of its normal business, to the
extent that this does not result in a disclosure of Confidential Information or an infringement of
Intellectual Property Rights.

37. Freedom of Information

37.1. The Contractor acknowledges that the Authority is subject to the requirements of the FOIL
and shall assist and cooperate with the Authority (at the Contractor's expense) to enable the
Authority to comply with information disclosure requirements (if necessary).

37.2. The Contractor shall and shall procure that its sub-contractors shall:

(a)transfer the Request for Information to the Authority as soon as practicable after receipt and in

any event within two Working Days of receiving a Request for Information;

(b) provide the Authority with a copy of all Information in its possession or power in the form that
the Authority requires within five Working Days (or such other period as the Authority may
specify) of the Authority requesting that Information; and

(c)provide all necessary assistance as reasonably requested by the Authority to enable the Authority
to respond to a Request for Information within the time for compliance set out in Article 13 of

the FOIL or any subordinate legilslation made under the Law.

37.3. The Authority shall be responsible for determining at its absolute discretion whether the

Commercially Sensitive Information and/or any other Information:

(a)is exempt from disclosure in accordance with the provisions of the FOIL;

(b)is to be disclosed in response to a Request for Information; and

in no event shall the Contractor respond directly to a Request for Information unless expressly
authorised to do so by the Authority.
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37.4. The Contractor acknowledges that the Authority may, acting in accordance with the
FOIL beobliged under FOIL to disclose Information:

(a)without consulting with the Contractor, or

(b)following consultation with the Contractor and having taken its views into account.

37.5. The Contractor shall ensure that all Information produced in the course of the Contract or
relating to the Contract is retained for disclosure for the Term of this Agreement or as otherwise
agreed and shall permit the Authority to inspect such records (including but not limited to audit

records of disposed information) as requested from time to time.

37.6. The Contractor acknowledges that any lists or Schedules provided by it outlining
Confidential Information are of indicative value only and that the Authority may nevertheless be

obliged to disclose Confidential Information in accordance with clause 37.4.

38. Security of Confidential Information

38.1. In order to ensure that no unauthorised person gains access to any Confidential Information

or any data obtained in the performance of the Agreement, the Contractor undertakes to maintain

security systems Approved by the Authority. Where necessary to prevent such access, the Authority

may require the Contractor to alter any security systems at any time during the Term at the

Contractor’s expense.

38.2. The Contractor will immediately notify the Authority of any breach of security in relation to

Confidential Information and all data obtained in the performance of the Agreement and will keep

a record of such breaches. The Contractor will use its best endeavours to recover such Confidential

Information or data however it may be recorded. This obligation is in addition to the Contractor’s

obligations under clause 36. The Contractor will co-operate with the Authority in any investigation
that the Authority considers necessary to undertake as a result of any breach of security in relation

to Confidential Information or data.

39. Publicity, Media and Official Enquiries

39.1. Without prejudice to the Authority’s obligations under the FOIL, neither Party shall makeany

press announcements or publicise the Agreement or any part thereof in any way, except with the

written consent of the other Party.
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39.2. Both Parties shall take all reasonable steps to ensure the observance of the provisions of
clause 39.1 by all their servants, employees, agents, professional advisors and Contractors. The
Contractor shall take all reasonable steps to ensure the observance of the provisions of clause
39.1 by its sub-contractors.

39.3. The provisions of this clause shall apply during the continuance of the Agreement and
indefinitely after its expiry or termination.

40. Security

40.1. The Authority shall be responsible for maintaining the security of the Premises in accordance
with its standard security requirements. The Contractor shall comply with all reasonable security
requirements of the Authority while on the Premises, and shall procure that allof its employees,

agents, servants and sub-contractors shall likewise comply with such requirements.

40.2. The Authority shall provide the Contractor upon request copies of its written security
procedures and shall afford the Contractor upon request with an opportunity to inspect its physical

secu rity arrangements.

41. Intellectual Property Rights

41.1. All Intellectual Property Rights in any specifications, instructions, plans, data, drawings,

databases, patents, patterns, models, designs or other material:

(@) furnished to or made available to the Contractor by the Authority shall remain the property of
the Authority;

(b) To the extent that the Services contain any Contractor IPR, the Authority acknowledges and
agrees that such Contractor IPR will remain the sole property of the Contractor and the
Contractor grants the Authority a perpetual, non-exclusive, non-transferable (except in the event
of a permitted assignment of this Agreement by the Authority), royalty-free license to use such
Contractor IPR, as reasonably required by the Authority for its use of the Service(s).

(c) prepared by or for the Contractor for use, or intended use, in relation to the performance of the
Agreement shall belong to the Authority and the Contractor shall not, and shall procure that
the Contractor's employees, servants, agents, suppliers and sub-contractors shall not, (except
when necessary for the implementation of the Agreement) without prior Approval, use or
disclose any such Intellectual Property Rights, or any other information (whether or notrelevant
to the Agreement) which the Contractor may obtain in performing the Agreement except
information which is in the public domain.
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41.2. The Contractor shall obtain Approval before using any material, in relation to the
performance of the Agreement which is or may be subject to any third party Intellectual Property
Rights. The Contractor shall procure that the owner of the rights grants to the Authority a non-

exclusive licence, or if itself a licensee of those rights, shall grant to the Authority an authorised
sub-licence, to use, reproduce, and maintain the material. Such licence or sub-licence shall be non-
exclusive, perpetual and irrevocable, shall include the right to sub-license, transfer, novate or assign
to other Contracting Authorities, the Replacement Contractor or to any other third party providing
services to the Authority, and shall be granted at no cost to the Authority.

41.3. It is a condition of the Agreement that the Services will not infringe any Intellectual Property
Rights of any third party and the Contractor shall during and after the Term on written demand
indemnify and keep indemnified the Authority against all actions, suits, claims, demands, losses,
charges, damages, costs and expenses and other liabilities which the Authority may suffer or
incur as a result of or in connection with any breach of this clause, except where any such claim

relates to:

(a) designs furnished by the Authority;

(b) the use of data supplied by the Authority which is not required to be verified by the Contractor
under any provision of the Agreement.

41.4, The Authority shall notify the Contractor in writing of any claim or demand brought against
the Authority for infringement or alleged infringement of any Intellectual Property Right in materials
supplied or licensed by the Contractor. The Contractor shall at its own expense conduct all
negotiations and any litigation arising in connection with any claim for breach of Intellectual Property

Rights in materials supplied or licensed by the Contractor, provided always that the Contractor:

(@) shall consult the Authority on all substantive issues which arise during the conduct of such

litigation and negotiations;

(b) shall take due and proper account of the interests of the Authority; and

(c) shall not settle or compromise any claim without the Authority’s prior written consent (not to be

unreasonably withheld or delayed).

41.5. The Authority shall at the request of the Contractor afford to the Contractor all reasonable

assistance for the purpose of contesting any claim or demand made or action brought against the
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Authority or the Contractor for infringement or alleged infringement of any Intellectual Property Right
in connection with the performance of the Agreement and shall be repaid all costs and expenses
(including, but not limited to, legal costs and disbursements) incurred in doing so. Such costs and
expenses shall not be repaid where they are incurred in relation to a claim, demand oraction which
relates to the matters in clause 41.3(a) and (b),

41.6. The Authority shall not make any admissions which may be prejudicial to the defence or
settlement of any claim, demand or action for infringement or alleged infringement of any Intellectual
Property Right by the Authority or the Contractor in connection with the performance ofthe
Agreement.

41.7. If a claim, demand or action for infringement or alleged infringement of any Intellectual
Property Right is made in connection with the Agreement or in the reasonable opinion of the
Contractor is likely to be made, the Contractor may at its own expense and subject to the consent

of the Authority (not to be unreasonably withheld or delayed) either:

(@) modify any or all of the Services without reducing the performance or functionality of the same,
or substitute alternative Services of equivalent performance and functionality, so as to avoid the
infringement or the alleged infringement, provided that the terms herein shall apply withany

necessary changes to such modified Services or to the substitute Services; or

(b) procure a licence to use and provide the Services, which are the subject of the alleged

infringement, on terms which are acceptable to the Authority.

41.8. At the termination of the Agreement the Contractor shall immediately return to the Authority

all materials, work or records held, including any back-up media.

41.9. The provisions of this clause shall apply during the continuance of the Agreement and
indefinitely after its expiry or termination.
42. Audit

42.1. The Contractor shall keep and maintain until ten years after the Agreement has been
completed, or as long a period as may be agreed between the Parties, full and accurate records of
the Agreement including the Services provided under it, all expenditure reimbursed by the Authority,
and all payments made by the Authority. The Contractor shall on request afford the Authority or the
Authority’s representatives such access to those records as may be required by the Authority in
connection with the Agreement, shall co-operate fully with the Authority or the Authority’s
representatives in respect of any reasonable requests and shall respond in a timely manner to any

guestions raised.
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Part 6 — Control of the Agreement

43. Assignment and Sub-Contracting

43.1. The Contractor shall not assign, sub-contract or in any other way dispose of the Agreement
or any part of it without prior Approval. Sub-contracting any part of the Agreement shall not relieve
the Contractor of any obligation or duty attributable to the Contractor under the Agreement.

43.2. The Contractor shall be responsible for the acts and omissions of its sub-contractors as

though they are its own.

43.3. Where the Authority has consented to the placing of sub-contracts, copies of each sub-
contract shall be sent by the Contractor to the Authority within 2 Working Days of issue.

43.4. The Contractor shall not use the services of self-employed individuals without prior Approval.
44, Waiver
44.1. The failure of either Party to insist upon strict performance of any provision of the Agreement

or the failure of either Party to exercise any right or remedy shall not constitute a waiver of that right

or remedy and shall not cause a diminution of the obligations established by the Agreement.

44.2. No waiver shall be effective unless it is expressly stated to be a waiver and communicated

to the other Party in writing in accordance with the provisions of clause 7.

44.3. A waiver of any right or remedy arising from a breach of the Agreement shall not constitute

a waiver of any right or remedy arising from any other or subsequent breach of the Agreement.

45, Variation of the Services

45.1. The Authority reserves the right on giving reasonable written notice from time to time to
require changes to the Services (whether by way of the removal of Services, the addition of new
Services, or increasing or decreasing the Services or specifying the order in which the Services are
to be performed or the locations where the Services are to be provided) for any reasons whatsoever.

Such a change is hereinafter called a “Variation”.

45.2. Any such Variation shall be communicated in writing by the Contract Manager to the

Contractor’s Representative in accordance with the notice provisions of clause 7. All Variations
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shall be in the form of an addendum to the Agreement, the form of which is set out in Schedule 9
hereto.

45.3. In the event of a Variation the Price may also be varied. Such Variation in the Price shall be
calculated by the Authority and agreed in writing with the Contractor and shall be such amount as
properly and fairly reflects the nature and extent of the Variation in all the circumstances Failing
agreement the matter shall be determined by negotiation or mediation in accordance with the
provisions of clause 63.

45.4, The Contractor shall provide such information as may be reasonably required to enable such
varied price to be calculated.

455, Subject to clause 45.2 above, any amendment to the Agreement shall only be valid if made
in writing and signed by the Parties hereto.

46. Severability

46.1. If any provision of the Agreement is held invalid, illegal or unenforceable for any reason by
any court of competent jurisdiction, such provision shall be severed and the remainder of the
provisions of the Agreement shall continue in full force and effect as if the Agreement had been

executed with the invalid, illegal or unenforceable provision eliminated.

46.2. In the event of a holding of invalidity so fundamental as to prevent the accomplishment of
the purpose of the Agreement, the Parties shall immediately commence negotiations in good faith

to remedy the invalidity.

47. Remedies in the event of inadequate performance

47.1. Where a complaint is received or a problem indicated about the standard of Services or about
the way any Services have been delivered or work has been performed or about the materials or
procedures used or about any other matter connected with the performance of the Agreement,
then the Contract Manager shall take all reasonablesteps to ascertain whether the complaint is
valid, including, where appropriate, seeking the input of the Contractor. If the Contract Manager so
decides, he may uphold the complaint by providing written notice of his findings to the Contractor

(a “Complaint”).

47.2. If the Authority submits a Complaint to the Contractor, then the Authority shall instruct the
Contractor to remedy the failure specified in the Complaint and, if the Contractor accepts that the

Complaint is correct, the Contractor shall at its own cost and expense remedy such failure (and any
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damage resulting from such failure) within 10 Working Days or such other period of time as the
Authority may direct.

47.3. If the Contractor disputes the Complaint, it shall notify the Authority, in writing, within 5
Working Days of receipt of the Complaint and the matter shall be dealt with under the Dispute
Resolution clause of this Agreement without delay.

47 4. In the event that:

(@) the Contractor fails to comply with clause 47.3 above and the failure, is materially adverse to
the commercial interests of the Authority or prevent the Authority from discharging a statutory
duty; or

(b) the Contractor persistently fails to comply with clause 47.3 above, the Authority reserves the
right to terminate the Agreement by notice in writing with immediate effect.

47.5. The remedies of the Authority under this clause may be exercised successively in respect

of any one or more failures by the Contractor.

48. Remedies Cumulative

Except as otherwise expressly provided by the Agreement, all remedies available to either Party for
breach of the Agreement are cumulative and may be exercised concurrently or separately, andthe
exercise of any one remedy shall not be deemed an election of such remedy to the exclusion of

other remedies.

49. Monitoring of Performance (Not Used)

50. Possible Extension of Term

Subiject to satisfactory performance by the Contractor during the Initial Term, the Authority may
wish to extend the Agreement for a further two periods of up to 12 months. The Authority may
approach the Contractor if it wishes to do so before the end of the Initial Term. The clauses in the

Agreement will apply throughout any such extended period unless otherwise stated to the contrary.

51. Novation

The Authority shall be entitled to assign, novate or otherwise dispose of its rights and obligations

under this Agreement or any part thereof to any Contracting Authority, private sector body or any
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other body established under statute provided that any such assignment, novation or other disposal
shall not increase the burden of the Contractor’s obligations under this Agreement.

51.1. The Authority shall be entitled to disclose to any Transferee any Confidential Information of
the Contractor which relates to the performance of the Agreement by the Contractor. In such
circumstances the Authority shall authorise the Transferee to use such Confidential Information

only for purposes relating to the performance of the Agreement and for no other purposes and
shall ensure that the Transferee accepts an obligation of confidence no less onerous than that
imposed by this Agreement.

Part 7 — Liabilities

52. Indemnity and Insurance

52.1. Neither Party excludes or limits liability to the other Party for death or personal injury caused
by its negligence or for any breach of any obligations implied by Article 21 of the Supply ofGoods
and Services (Jersey) Law 2009.

52.2. The Contractor shall indemnify and keep indemnified the Authority fully against all claims,
proceedings, actions, damages, legal costs, expenses and any other liabilities whatsoever arising
out of, in respect of or in connection with the Agreement in respect of any death or personal injury
or loss of or damage to property. This clause shall not apply to the extent that the Contractor is able
to demonstrate that such death or personal injury, or loss or damage was not caused or contributed
to by its negligence or Default, or the negligence or Default of its Staff or sub- contractors, or by any

circumstances within its or their control.

52.3. Subject always to clause 52.1, the liability of either Party under this Agreement shall be

subject to the financial limits set out in this clause 52.3.

(&) The aggregate liability of either Party for all acts or omissions resulting in direct loss, whether
that be to property or otherwise, under or in connection with the Agreement shall in no event

exceedEE | /css a Party breaches its obligations to the other

under Schedule 8 (Data Protection) in which case, the aggregate liability of either Party for such

breach shall be G

(b) The annual aggregate liability under the Agreement of either Party for all acts or omissions

(other than a breach of clause 41.3, in which case the limit on liability will be as described in

clause 52.3 (a)) shall in no event exceed the greater off i N <

I o I O the amount paid or payable by the
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Authority for the Services (as determined at the date on which the liability arises) to the
Contractor for the Service performed in that Year.

52.4. Subject always to clause 52.1, in no event shall either Party be liable to the other for:

(a) loss of profits, business, revenue or goodwill; and/ or

(b) indirect or consequential loss or damage.

52.5. The Contractor shall effect and maintain with a reputable insurance company a policy or
policies of insurance providing an adequate level of cover in respect of all risks which may be
incurred by the Contractor, arising out of the Contractor’s performance of the Agreement, including
death or personal injury, loss of or damage to property or any other loss. Such policies shall include
cover in respect of any financial loss arising from any advice given or omitted to be given by the
Contractor. Such insurance shall be maintained for a minimum of 6 (six) years following the

expiration or earlier termination of the Agreement.

52.6. The Contractor shall hold employer’s liability insurance in respect of Staff in accordance with

any legal requirement for the time being in force.

52.7. The Contractor shall produce to the Contract Manager, on request, copies of all insurance
policies referred to in this clause or a broker’s verification of insurance to demonstrate that the
appropriate cover is in place, together with receipts or other evidence of payment of the latest

premiums due under those policies.

52.8. If, for whatever reason, the Contractor fails to give effect to and maintain the insurances
required by the Agreement the Authority may make alternative arrangements to protect its interests

and may recover the costs of such arrangements from the Contractor.

52.9. The terms of any insurance or the amount of cover shall not relieve the Contractor of any
liabilities under the Agreement. It shall be the responsibility of the Contractor to determine the
amount of insurance cover that will be adequate to enable the Contractor to satisfy any liability

referred to in clause 52.2.

53. Professional Indemnity

53.1. The Contractor shall hold and maintain professional indemnity insurance cover and shall
ensure that all professional Contractors or sub-contractors involved in the provision of the Services
hold and maintain appropriate cover. To comply with its obligations under this clause 53.1, and as
a minimum, the Contractor shall ensure professional indemnity insurance held by the Contractor

Page | 42



and by any agent, sub-contractor or Contractor involved in the performance of Services has a limit
of indemnity of not less than I for any occurrences arising out of
each and every event. Such insurance shall be maintained for a minimum of 6 (six) years following

the expiration or earlier termination of the Agreement.

54. Warranties and Representations

54.1. The Contractor warrants and represents that:
(a) the Contractor has the full capacity and authority and all necessary consents (including, but not

limited to, where its procedures so require, the consent of its parent company) to enter into and
perform the Agreement and that the Agreement is executed by a duly authorised representative of

the Contractor;

(b) the Contractor shall discharge its obligations hereunder with all due skill, care and diligence including

but not limited to good industry practice;

(c) all obligations of the Contractor pursuant to the Agreement shall be performed and rendered by

appropriately experienced, qualified and trained Staff with all due skill, care and diligence;

(d) the Contractor is not in default in the payment of any due and payable taxes or in the filing,
registration or recording of any document or under any legal or statutory obligation or requirement
which default might have a material adverse effect on its business, assets or financial condition or

its ability to observe or perform its obligations under the Agreement.
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Part 8 — Default, Disruption and Termination

55. Termination on change of control and insolvency

55.1.

(@)

(b)

(©)

(d)

()

55.2.

The Authority may terminate the Agreement by notice in writing with immediate effect where:

The Contractor undergoes a change of control, with “control” having the meaning described in
Article 3A of the Income Tax (Jersey) Law 1961, and where such change of control impacts
adversely and materially on the performance of the Agreement;

the Contractor is an individual or a firm and a petition is presented for the Contractor’s
bankruptcy, or a criminal bankruptcy order is made against the Contractor or any partner in the
firm, or the Contractor or any partner in the firm makes any composition or arrangement with
or for the benefit of creditors, or makes any conveyance or assignment for the benefit of

creditors, or if an administrator is appointed to manage the Contractor’s or firm’s affairs; or

the Contractor is a company, if the company passes a resolution for winding up or dissolution
(otherwise than for the purposes of and followed by an amalgamation or reconstruction) or an
application is made for, or any meeting of its directors or members resolves to make an
application for an administration order in relation to it or any Party gives or files notice of intention
to appoint an administrator of it or such an administrator is appointed, or the court makes a
winding-up order, or the company makes a composition or arrangement with its creditors, or an
administrative receiver, receiver, manager or supervisor is appointed by a creditor or by the
court, or possession is taken of any of its property under the terms of a fixed or floating charge;

or
where the Contractor is unable to pay its debts within the meaning of the Bankruptcy (Désastre)
(Jersey) Law 1990; or

any similar event occurs under the law of any other jurisdiction.

The Authority may only exercise its right under clause 55.1(a) within six months after a

change of control occurs and shall not be permitted to do so where it has agreed in advance to the

particular change of control that occurs. The Contractor shall notify the Contract Manager

immediately when any change of control occurs.

55.3.

If the Contractor, being an individual, shall die or be adjudged incapable of managing his or

her affairs within the meaning of the Mental Health (Jersey) Law 1969, the Authority shall be
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entitled to terminate the Agreement by notice to the Contractor or the Contractor’s Representative
with immediate effect.

56. Termination on Default

56.1. The Authority may terminate the Agreement, or terminate the provision of any part of the
Agreement by written notice to the Contractor or the Contractor's Representative with immediate
effect if the Contractor commits a Default and if:

(a) the Contractor has not remedied the Default to the satisfaction of the Authority within 25 Working
Days, or such other period as may be specified by the Authority, after issue of a written notice
specifying the Default and requesting it to be remedied; or

(b) the Default is not, in the reasonable opinion of the Authority, capable of remedy; or

(c) the Default is a material breach of the Agreement.

56.2. In the event that through any Default of the Contractor, data transmitted or processed in
connection with the Agreement is either lost or sufficiently degraded as to be unusable, the
Contractor shall be liable for the cost of reconstitution of that data and shall provide a full credit in
respect of any charge levied for its transmission and shall reimburse the Authority for any costs

charged in connection with such Default of the Contractor.

56.3. The Contractor may terminate the Agreement if the Authority is in material breach of its
obligations to pay undisputed charges by giving the Authority 40 Working Days notice specifying
the breach and requiring its remedy. The Contractor’s right of termination under this clause 56.3
shall not apply to non payment of the charges or Price where such non payment is due to the

Authority exercising its rights under clauses 25.1 and 47.2(a).
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57. Break — Not Used

58. Consequences of Termination

58.1. Where the Authority terminates the Agreement under clause 56, or terminates the provision
of any part of the Agreement under that clause, and then makes other arrangements for the
provision of Services, the Authority shall be entitled to recover from the Contractor the cost
reasonably incurred of making those other arrangements and any additional expenditure incurred
by the Authority throughout the remainder of the Initial Term or any Extension. The Authority shall
take all reasonable steps to mitigate such additional expenditure. Where the Agreement is
terminated under clause 56, no further payments shall be payable by the Authority to the Contractor
until the Authority has established the final cost of making those other arrangements.

58.2. The Authority shall not be liable under clause 58.2 to pay any sum which:
(@) was claimable under insurance held by the Contractor, and the Contractor has failed to make
a claim on its insurance, or has failed to make a claim in accordance with the procedural
requirements of the insurance policy; or
(b) when added to any sums paid or due to the Contractor under the Agreement, exceeds the total

sum that would have been payable to the Contractor if the Agreement had not been terminated

prior to the expiry of the Initial Term.
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59. Disruption

59.1. The Contractor shall take reasonable care to ensure that in the execution of the Agreement
it does not disrupt the operations of the Authority, its employees or any other contractor employed
by the Authority.

59.2. The Contractor shall immediately inform the Authority of any actual or potential industrial
action, whether such action be by their own employees or others, which affects or might affect its
ability at any time to perform its obligations under the Agreement.

59.3. In the event of industrial action by the Staff or the Contractor's suppliers the Contractor
shall seek the Authority’s Approval to its proposals for the continuance of the performance of the

Services in accordance with its obligations under the Agreement.

59.4. If the Contractor's proposals referred to in clause 59.3 are considered insufficient or
unacceptable by the Authority, then the Agreement may be terminated by the Authority by notice in

writing with immediate effect.

59.5. If the Contractor is temporarily unable to fulfil the requirements of the Agreement owing to
disruption of normal business by direction of the Authority, an appropriate allowance by way of
extension of time will be Approved by the Authority. In addition, the Authority will reimburse any
additional expense incurred by the Contractor in fulfilling the provisions of the Agreement as a result

of such disruption.

60. Recovery upon Termination

60.1. Termination or expiry of the Agreement shall be without prejudice to any rights and remedies
of the Contractor and the Authority accrued before such termination or expiration and nothing in the
Agreement shall prejudice the right of either Party to recover any amount outstanding at such

termination or expiry.

60.2. At the end of the Term (and howsoever arising) the Contractor shall forthwith deliver to the
Authority upon request all the Authority’s Property (including but not limited to materials,
documents, information, access keys) relating to the Agreement in its possession or under its
control or in the possession or under the control of any permitted suppliers or sub-contractors and
in default of compliance with this clause the Authority may recover possession thereof and the
Contractor grants licence to the Authority or its appointed agents to enter (for the purposes of such

recovery) any premises of the Contractor or its permitted suppliers or sub-contractors where any
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such items may be held.

60.3. At the end of the Term (howsoever arising) and/ or after the Term the Contractor shall provide
assistance to the Authority and any new contractor appointed by the Authority to continue or take
over the performance of the Agreement in order to ensure an effective handover of all work then
in progress. Where the end of Term arises due to the Contractor's Default, the Contractor shall
provide such assistance free of charge. Otherwise the Authority shall pay the Contractor’s
reasonable costs of providing the assistance, and the Contractor shall take all reasonable steps to
mitigate such costs.

60.4. The provisions of this clause shall survive the continuance of the Agreement and indefinitely

after its termination.

61. Force Majeure

61.1. For the purpose of this clause, “Force Majeure” means any event or occurrence which is
outside the reasonable control of the Party concerned, and which is not attributable to any act or
failure to take preventative action by the Party concerned, including (but not limited to)
governmental regulations, fire, flood, or any disaster. It does not include any industrial action

occurring amongst the Contractor’s Staff or any staff of any sub-contractor.

61.2. Neither Party shall be liable to the other Party for any delay in or failure to perform its
obligations under the Agreement (other than a payment of money) if such delay or failure results
from a Force Majeure event. Notwithstanding the foregoing, each Party shall use all reasonable

endeavours to continue to perform its obligations hereunder for the duration of such Force

Majeure event. However, if any such event prevents either Party from performing all of itsobligations
under the Agreement for a period in excess of 6 Months, either Party may terminate the Agreement

by notice in writing with immediate effect.

61.3. Any failure or delay by the Contractor in performing its obligations under the Agreement
which results from any failure or delay by an agent, sub-contractor or supplier shall be regarded
as due to Force Majeure only if that agent, sub-contractor or supplier is itself impeded by Force

Majeure from complying with an obligation to the Contractor.
61.4. Clause 61 does not affect the Authority’s rights under clause 60.4.

61.5. If either of the Parties becomes aware of circumstances of Force Majeure which give rise to
or which are likely to give rise to any such failure or delay on its part as described in clause 61.3 it
shall forthwith notify the other by the most expeditious method then available and shall inform the

other of the period which it is estimated that such failure or delay shall continue.
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61.6. For the avoidance of doubt it is hereby expressly declared that the only events which shall
afford relief from liability for failure or delay of performance of the Agreement shall be any event
qualifying for Force Majeure hereunder.

Page | 49



Part 9 — Dispute and Law

62. Governing Law

The Agreement shall be governed by and interpreted in accordance with Jersey law and the
Parties submit to the exclusive jurisdiction of the courts of Jersey.

63. Dispute Resolution

63.1. The Patrties shall attempt in good faith to negotiate a settlement to any dispute between them
arising out of or in connection with the Agreement within 20 Working Days of either Party notifying
the other of the dispute such efforts shall involve the escalation of the dispute to the finance director
(or equivalent) of each Party.

63.2. Nothing in this dispute resolution procedure shall prevent the Parties from seeking from any
court of the competent jurisdiction an interim order restraining the other Party from doing any act or

compelling the other Party to do any act.

63.3. If the dispute cannot be resolved by the Parties pursuant to clause 63.1 the dispute shall be
referred to mediation pursuant to the procedure set out in clause 63.5 unless (a) the Authority
considers that the dispute is not suitable for resolution by mediation; or (b) the Contractor does

not agree to mediation.

63.4. The performance of the Agreement shall not be suspended, cease or be delayed by the
reference of a dispute to mediation and the Contractor (or employee, agent, supplier or sub-

contractor) shall comply fully with the requirements of the Agreement at all times.

63.5. The procedure for mediation and consequential provisions relating to mediation are as
follows:

(@) a neutral adviser or mediator (the “Mediator”) shall be chosen by agreement between the
Parties or, if they are unable to agree upon a Mediator within 10 Working Days after a request
by one Party to the other or if the Mediator agreed upon is unable or unwilling to act, either Party
shall within 10 Working Days from the date of the proposal to appoint a Mediator or within 10
Working Days of notice to either Party that he is unable or unwilling to act, apply to the Centre

for Effective Dispute Resolution (“CEDR”) to appoint a Mediator.

(b) The Parties shall within 10 Working Days of the appointment of the Mediator meet with him in

order to agree a programme for the exchange of all relevant information and the structure to
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(©)

(d)

()

(f)
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be adopted for negotiations to be held. If considered appropriate, the Parties may at any stage
seek assistance from CEDR to provide guidance on a suitable procedure.

Unless otherwise agreed, all negotiations connected with the dispute and any settlement
agreement relating to it shall be conducted in confidence and without prejudice to the rights of
the Parties in any future proceedings.

If the Parties reach agreement on the resolution of the dispute, the agreement shall bereduced
to writing and shall be binding on the Parties once it is signed by their duly authorised

representatives.

Failing agreement, either of the Parties may invite the Mediator to provide a non-binding but
informative opinion in writing. Such an opinion shall be provided on a without prejudice basis
and shall not be used in evidence in any proceedings relating to the Agreement without the prior

written consent of both Parties.

If the Parties fail to reach agreement in the structured negotiations within 60 Working Days of
the Mediator being appointed, or such longer period as may be agreed by the Parties, then any

dispute or difference between them may be referred to the Courts.



IN WITNESS whereof the Agreement has been signed and delivered on the date and year stated at the
beginning of this Agreement.

MINISTER )
)
)
[Authorised] Signatory / Ministerial Seal
THE COMMON SEAL of )
CALLIGO LIMITED was
affixed in the presence of: )

Director/Company Secretary
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Schedule 1 — Services & Service Levels

Part A — Services

2.1

2.2

2.3

The Contractor shall provide the Services provided in and in accordance with this Part A of Schedule
1.

Commencement Date and Expiry Date

The Commencement Date of the Agreement shall be 4" December 2021.

Subject to paragraph 2.3 below, the Expiry Date shall be 3 December 2024.

The Authority may at its sole option extend the term of this Agreement by 2 periods of 12 months
beyond the date provided in paragraph 2.2 by giving written notice to the Contractor not later than 90
days prior to that date. If the Authority exercises the option to extend the Agreement term to the
maximum term as provided in this paragraph 2.3, the Expiry Date shall be the 3™ of December 2026.

Commencement of service provision

The Contractor shall commence providing the Services on 4" December 2021.

Description of Services
The DPO Services shall be as follows:

4.1.1 The DPO Service will be required to provide the Statutory DPO Services and General Privacy
Tasks (together the “DPO Services”) to the Government of Jersey in accordance with the
following scope:

The DPO Services will relate to compliance with the following legislation:
(i) the DPJL.
(ii) the GDPR; and
(i) the UK Data Protection Act 2018,
(Together the “Relevant Legislation”).
the DPO Services will be provided within the hours of 9am and 5pm GMT (or BST, as
applicable); Monday to Friday (inclusive) but excluding public holidays in Jersey.
the Statutory DPO Tasks and General Privacy Tasks will be provided to all Public Authorities
within (a) to (e) of the definition in Article 1 of the DPJL being:
(iv)the States Assembly including the States Greffe.
(v) a Minister.
(vi)a committee or other body established by a resolution of the States
or by, or in accordance with, standing orders of the States Assembly.

(vii) an administration of the States.
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(viii) a department referred to in Article 1 of the Departments of the
Judiciary and the Legislature (Jersey) Law 1965
(Together the “Government Departments”).

The General Privacy Tasks will also be provided to any independent bodies falling within the
remit of the Government Departments set out in above and all State funded on-island
schools (together with the Government Departments “the Government”).

The DPO Service shall be provided primarily from Jersey although other subject matter experts
may contribute to the service from outside Jersey.

The DPO Service shall not be provided from Government of Jersey premises unless otherwise
agreed.

4.2 Service Details

4.2.1 The DPO Service will perform the tasks specified in Article 26 of the DPJL as amended or
substituted from time to time (the “Statutory DPO Tasks”). This includes the following:

@ informing and advising the Government Departments and the employees who carry out
processing of their obligations under the DPJL.

(b) monitoring compliance with the DPJL and any other enactment relating to data
protection and with the policies of the Government in relation to the protection of
personal data, including the assignment of responsibilities, awareness-raising and
training of staff involved in processing operations, and the related audits.

(©) providing advice were requested as regards a data protection impact assessment and
monitoring the process covered by it.

(d) co-operating with the Jersey Data Protection Authority (“JOIC”) on request.

(e acting as the contact point for the JOIC on data processing matters.

® acting as a contact point for data subjects with regard to all issues relating to the
processing of their personal data and exercise of their rights under the DPJL.

(o)) with respect to data protection impact assessments, advising on —

0] whether or not to carry out the assessment,

(i) the methodology that should be followed in carrying it out,

(iii) whether to carry it out in-house or to outsource it,

(iv) what safeguards (including technical and organizational measures) to apply to
mitigate any risks to the rights and interests of data subjects,

(V) whether or not the assessment has been carried out correctly and whether its
conclusions (whether or not to go ahead with the processing and what
safeguards are to apply) are in compliance with the DPJL, and

(vi) any consultation with the JOIC.

4.2.2 In performing the Statutory DPO Tasks, the DPO Service must:
@ have due regard to the risk associated with processing operations, taking into

account the nature, scope, context and purpose of processing.
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(b) provide the Statutory DPO Tasks with the professional qualities, expert knowledge
of data protection law and practices and ability to fulfil the Statutory DPO Tasks.

(c) maintain all proper accreditations, skill and expertise required to render the
Statutory DPO Tasks; and

(d) promptly give to the Government all such information and reports as it may
reasonably require in connection with matters relating to the provision of the
Statutory DPO Tasks.

4.2.3 In addition to the Statutory DPO Tasks, the DPO Service shall also provide the following in
relation to compliance with the Relevant Legislation (“General Privacy Tasks”):

@ Escalation: the DPO Service shall act as an escalation point on all data protection
matters including for:

() Data Governance Officers in relation to data protection
queries.

(i) data subjects in relation to Data Subject Rights Requests,
complaints or queries regarding data protection.

(i) the JOIC in relation to matters of concern.

(iv) concerns regarding data sharing internally and externally.

Data Processing Impact Assessments: the DPO Service shall review and advise on all
Data Processing Impact Assessments were requested in addition to:

(v) any indicating high risk data processing activities that cannot
be fully mitigated,

(vi) any involving changes to legislation impacting data subject
rights that may require a consultation notice under Article 18 of the DPJL.

Template and Policy Review: the DPO Service shall review and advise on central data

protection template documents including presentation of such documents to the
Executive Leadership Team for approval.
Point of Contact: the DPO Service shall be the primary point of contact for:
(vii) the JOIC; and
(viii) data subjects
where the relevant Data Governance Officer cannot be identified.

Privacy Framework: the Government are in the process of implementing a framework to
govern data protection compliance. The DPO Service shall advise on and track
implementation of the Privacy Framework.

Data Protection Board: the DPO Service will chair the Data Protection Board on a monthly
basis to address and advise on all cross-Government data protection matters.

Reporting: the DPO Service will report regularly to the Head of Governance and to the Chief
Operating Officer on at least a monthly basis regarding areas of concern or
improvement.
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Compliance Advice: the DPO Service will provide advice on compliance with the Relevant
Legislation including:
(ix) the Controller and Processor status of the in-scope
Government entities in relation to each other; and
(x) compliance with Government data protection polices and
procedures.

CDPU Support: the DPO Service will liaise regularly with the CDPU Manager regarding

central data protection matters

Information Governance Board: The DPO Service will attend and provide updates to the

Information Governance Board regarding data protection matters

Monitoring: The DPO Service will monitor and track:

(xi) Reactions and responses to complaints lodged with the JOIC
regarding data protection matters;

(xii) Compliance with the Government Data Sharing Rules;

(xiif) Compliance with Government data protection policies and
procedures.

Third Party Service Providers: The DPO Service will assist with the assessment of third-
party service providers in relation to the Relevant Legislation including reviewing and
advising on Data Processing Agreements.

Training Materials: The DPO Service will review training and guidance materials issued by
the Central Data Protection Unit or external parties across Government.

Personal Data Breaches: The DPO Service will advise on notification requirements under
the Relevant Legislation in relation to Personal Data Breaches and advise on
mitigation/resolution activities following a breach.

Chief Minister’'s Questions: The DPO Service will manage responses to Chief Minister’s
Questions in relation to data protection matters.

Policies and Procedures: The DPO Service will advise and provide recommendations in
relation to policies and procedures relating to data protection.

Audit: The DPO Service will perform an audit of the Government against the Privacy

Framework on an annual basis.

of Services

The DPO Service may be comprised of a team of experts, however a lead team member
must be identified as the key provider of the DPO Service.

The essential qualifications for the DPO Service team are:
@ A minimum of 3 years’ experience of working as a Data Protection Officer or
equivalent role.

(b) Expert knowledge of the Relevant Legislation.



5.13

©

(d)

(€)

Certified Information Privacy Professional Europe (CIPP/E) and Certified
Information Privacy Professional Europe Management (CIPP/M) qualification or
equivalent

Experience with privacy and security risk assessment and best practices and
information security standards certifications.

Legal and Information Security qualifications.

The DPO Service must be provided in a professional and independent manner that
demonstrates integrity and conforms with best practice approaches to data protection
compliance.

6 Excluded Services

6.1.1
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The DPO Service shall not include the following tasks:

(f)

9)

(h)

()
(k)
()
(m)
(n)

advising the Government on whether a Personal Data Breach is notifiable under
any legislation other than the Relevant Legislation.

handling or responding to communications from Data Subjects other than as an
escalation.

conducting data location and data gathering exercises in response to subject
access requests or other data subject rights requests.

managing correspondence with suppliers and third-party service providers of the
Government.

conducting and drafted DPIAs.

drafting and giving training sessions to Government staff.

drafting legal or contractual documents.

providing legal advice; or

providing any DPO Service to State Funded or Arms-Length Bodies of the

Government that have or are required to have their own Data Protection Officer



Part B — Service Levels

1. The Contractor shall deliver the Services to the service levels provided in this Part A of Schedule
1.
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Schedule 2 — Particular Conditions

(Note: Relevant clause numbers are shown in brackets)

1. Public Liability insurance (clause 52.3) ]
2. Professional indemnity insurance
(clause 52.3) I s:.c for

claims in relation to specialist areas including,
but not limited to, asbestos, pollution or
contamination which shall b

I 2d may be subject to an

annual aggregate limit.

3. Parent company guarantee Not required
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Schedule 3 — Fee & Payment Information

The value of the initial term for the agreement will bejj I rayable [annually at a sum of
I, o monthly at a sum o

All payment will be made in arrears

Resourcing breakdown — -
purely for information Initial Period

Total cost

Year 1 Year 2 Year 3

DPOasa

sevice | N | IEEEEEE | DI | DO | N |

If, in pursuance of Clause 50, the Authority wishes to extend the Agreement for a further period of 2 years,
the value of the extension will bejj . rayable [annually at a sum ofjj i or monthly at a
sum o
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Schedule 4 — Monitoring & Performance
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Schedule 5 —Timelines / Project Plan / Scope of Work / Milestones
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Schedule 6 — Key Personnel

| The following have been identified as the Contractor's Key Personnel
1. Tara Manton,
2 Sophie Chase-Borthwick,
3. Simona Morti and
4 Adam Ryan
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Schedule 7 = Invitation to tender & Contractor’s Reponse

1. INVITATION TO TENDER

2. CONTRACTOR RESPONSE
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Schedule 8 — Data Protection

INTRODUCTION AND SCOPE

Notwithstanding the terms of this Agreement, except where indicated otherwise, from the Effective Date,
the obligations of the 2018 Law shall apply to the relationship between the Parties and these additional
terms shall take precedence over the terms in the Agreement where they conflict.

1. DEFINITIONS AND INTERPRETATIONS

”

1.1 The definitions in this Schedule, including the terms “Authority”, “Controller”, “Data Subject(s)”,

“Processor”, “processing”, “personal data” and “personal data breach” are the same as set out in the

2018 Law and in addition these following definitions shall apply:

“Privacy and Data Protection Requirements” all applicable laws and regulations relating to the
processing of personal data and privacy in any relevant jurisdiction, including, if relevant, the 2018
Law, the General Data Protection Regulation (EU) 2016/679 (the “GDPR”), the Regulation of
Investigatory Powers (Jersey) Law 2005, the Electronic Communications (Jersey) Law 2000, any
amendment, consolidation or re-enactment thereof, any legislation of equivalent purpose or effect
enacted in Jersey or the United Kingdom, and any orders, guidelines and instructions issued under
any of the above by relevant national authorities, a judicial authority in Jersey, England and Wales

or a European Union judicial authority.

2. GENERAL

2.1 Both Parties warrant that they will comply with their respective obligations under the Privacy and

Data Protection Requirements and the terms of this Schedule.

2.2 For the purpose of this Agreement, both Parties warrant to undertake the obligations relevant to

them as Controller or Processor as defined under the 2018 Law.

2.3 The Authority is the Controller, and the Contractor is the Controller.

2.4 Both Parties shall comply any registration requirements under the 2018 Law and will only process

personal data as necessary to fulfil the terms of this Agreement and for the duration of this Agreement.
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3. NATURE OF THE DATA

3.1 The subject-matter of the processing of all personal data listed below:

X X X X X X X KX

Name

Address

Contact information (e.g. phone number, email address)
Bank details

Insurance details

Children

Vulnerable adults

Criminal Records or a person’s criminal record or alleged criminal activity

Data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs
or trade union membership

Data revealing genetic or biometric data that is processed for the purpose of uniquely
identifying a natural person

Data concerning health

Data concerning a natural person’s sex life or sexual orientation

3.2 Persons affected (data subjects)
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All data subjects listed below will be processed includes:

Employees
Contractors

Member of the Public




4. CONTROLLER OBLIGATIONS

4.1 The Authority warrants and represents that all instructions provided to the Contractor in relation to
the processing of personal data are lawful and shall as a minimum include:

(b) The nature and purpose of the processing of the personal data;
(c) The types of personal data to be processed; and
(d) The categories of data subjects to whom the personal data relates.

4.2 The Authority shall only provide instructions to the Contractor that are in accordance with the
terms of the Agreement and this Schedule. Such instructions shall be limited to the subject matter
of providing Services under the Agreement.

4.3 The Authority acknowledges it is solely responsible for determining the lawful processing condition
upon which it shall rely in providing instructions to the Contractor to process personal data for

the purposes of Services as set out in the Agreement.

4.4 The Parties acknowledge and accept that processing of third country or other international

organisation’s resident personal data shall be lawful only if and to the extent that either:

(a) an adequacy decision is in place under Article 45 of the GDPR,;

(b) there are appropriate safeguards in place that meet the requirements of Article 67 of the
2018 Law; or

(c) the transfer falls within the exceptions set out in Schedule 3 of the 2018 Law.
5. PROCESSOR OBLIGATIONS
51 Where relevant the Processor shall:
(a) only carry out processing of personal data in accordance with the Authority documented
instructions, including where relevant for transfers of third country resident personal data or

to an international organisation, in which case the Processor shall inform the Authority of that

legal requirement (unless prohibited by law), and shall immediately inform the
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(b)

(©)

(d)

()

Authority if, in the Processor's opinion, any instruction given by the Authority to the
Processor infringes Privacy and Data Protection Requirements;

notify the Authority without undue delay of any requests received from a Data Subject
exercising their rights under Privacy and Data Protection Requirements and, taking into
account the nature of the processing, assist the Authority by taking appropriate technical and
organisational measures, insofar as this is possible, with fulfilling its obligations in respect of
Data Subject rights under the Privacy and Data Protection Requirements, including
responding to any subject access requests or requests from Data Subjects for access to,
rectification, erasure or portability of personal data, or for restriction of processing or

objections to processing of personal data;

take all security measures required in accordance with the Privacy and Data Protection
Requirements (including where relevant, Article 21 and 22 of the 2018 Law), and at the
request of the Authority provide a written description of, and rationale for, the technical and
organisational measures implemented, or to be implemented, to protect the personal data
against unauthorised or unlawful processing and accidental loss; and detect and report

personal data breaches without undue delay;

where relevant for the processing of third country or other international organisation’s
resident personal data and taking into account the nature of the processing and the
information available to the Processor, use all measures to assist the Authority in ensuring
compliance with the Authority obligations to;

i. keep personal data secure (Article 21 of the 2018 Law);

ii. notify personal data breaches to the Authority (Article 20 of the 2018 Law);

iii. advise data subjects when there has been a personal data breach (Article 20(6) of
the 2018 Law);

iv. carry out data protection impact assessments (Article 16 of the 2018 Law); and

V. consult with the Authority where a data protection impact assessment indicates that

there is an unmitigated high risk to the processing (Article 17 of the 2018 Law).

without undue delay, inform the Authority of becoming aware of a breach of security leading

to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure



5.2

of, or access to, the personal data transmitted, stored or otherwise processed. The Processor
accepts and acknowledges that the Authority shall direct in its sole discretion, any and all
steps and measures taken to remedy a breach by the Processor under the Privacy and Data
Protection Requirements, including but not limited to any communicationswith the Authority.
The Processor agrees not to act in any way upon such disclosurewithout the prior

written consent of the Authority;

() make available to the Authority all information necessary to demonstrate compliance with the
obligations laid down in this Agreement and allow for and contribute to audits, including
inspections, conducted by the Authority or another auditor mandated by the Authority as set

out in paragraph 5 below; and

(9) in addition to the confidentiality obligations contained within the Agreement, ensure that
persons authorised to process the personal data have committed themselves to confidentiality or

are under an appropriate statutory obligation of confidentiality.

On expiry or termination of the Agreement, the Processor shall immediately cease to use personal
data and shall arrange for its safe return or destruction as shall be required by the Authority (unless

otherwise prescribed by law).

6. AUDIT RIGHTS

6.1

6.2

Upon the Authority’s reasonable request, the Contractor agrees to provide the Authority with any
documentation or records (which may be redacted to remove confidential commercial information not
relevant to the requirements of this Agreement) which will enable it to verify and monitor the
Contractor's compliance with its data protection and security obligations under the terms of this
Agreement, within 14 days of receipt of such request, and to notify the Authority of the person within
the Contractor’s organisation who will act as the point of contact for provision of the information
required by the Authority. For this purpose, the Processor may present up-to-date attestations, reports
or extracts thereof from independent bodies (e.g. external auditors, internal audit, the data protection
officer, the IT security department or quality auditors) or suitable certification by way of an IT security

or data protection audit;

Where, in the reasonable opinion of the Authority , such documentation is not sufficient in order to
meet the obligations of Article 21 of the 2018 Law, the Authority will be entitled, upon reasonable prior
written notice to the Contractor and upon reasonable grounds, to conduct an on-site audit of the
Contractor’s premises used (save for domestic premises), solely to confirm compliance with its data

protection and security obligations under this Schedule
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6.3 Any audit carried out by the Authority will be conducted in a manner that does not disrupt, delay or

6.4

interfere with the Contractor's performance of its business. The Authority shall ensure that the
individuals carrying out the audit are under the same confidentiality obligations as set out in the
Agreement.

The Contractor shall be entitled to carry out an audit of the Authority on reciprocal terms as those
set out in clauses 6.1, 6.2 and 6.3.

7. USE OF SUB-PROCESSORS WHERE RELEVANT:

7.1

7.2

The Processor will only engage a sub-processor with the prior consent of the Authority in writing and
the Authority shall not reasonaly withhold their consent. If the Authority has a reasonable basis to
object to Processor’s use of a sub-processor, the Authority shall notify the Processor promptly in
writing within ten (10) days after receipt of the Processor's notice. Sub-processingdoes in
particular not include ancillary services, such as telecommunication services, postal / transport
services, maintenance and user support services or the disposal of data carriers, as well as other
measures to ensure the confidentiality, availability, integrity and resilience of the hardware and

software of data processing equipment.

Where the Processor uses a third party and where they are acting as a sub-processor in relation to

the personal data the Processor shall:

@ in relation to third country or other international organisation’s resident personal data, enter into
a legally binding written agreement that places the equivalent data protection obligations as those
set out in this Schedule to the extent applicable to the nature of the services provided by such sub-
processor, in particular providing sufficient guarantees to implement appropriate technical and
organisational measures in such a manner that the processing will meet the requirements of the

Privacy and Data Protection Requirements;

(b) shall remain liable for any act or omission of a sub-processor that does not comply with the

data protection obligations as set out in this Schedule; and

(© where required by law, the Processor shall inform the Authority of any intended changes
concerning the addition or replacement of a sub-processor with access to personal data and give

the Authority the opportunity to object to such changes.
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Schedule 9 — Cyber Essentials Scheme Requirements

Information on Cyber Essentials Scheme can be found at
https://www.gov.uk/government/uploads/system/uploads/attachment data/file/526200/
ppn update cyber essentials 0914.pdf

Any Cyber Essential system development by the Supplier should also comply with the United Kingdom
government’s ‘10 Steps to Cyber Security’ guidance, available at hitps://www.ncsc.gov.uk/guidance/10-
steps-cyber-security

Page | 71


http://www.gov.uk/government/uploads/system/uploads/attachment_data/file/526200/
http://www.ncsc.gov.uk/guidance/10-

Schedule 10 — Change Control Template

Title of Change Change
Request No

Initiator Details

Name Agreement No

Date Raised

Summary of Change Required (including benefits)

Additional information may be supplied and attached to this formAttachments:

Reason for Change
Priority (H, M, L)

Type of Change

Date Required

Technical Impact Analysis
Agreement No

Author

Date

Assumptions

Risks and likely effect of the change on the Authority resources and the provision ofthe Services

Title of Change

Attachments
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Cost of changes

Impact on charges

Impact on service levels

Contract changes required

Timetable for implementation of change

Authorisation for Implementation of Change

To be completed by authorised signatories of both Parties

Signature

Authority Name Authority Title Date
Signature
Contractror Name Contractor Title Date
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COMMERCIALLY SENSITIVE INFORMATION SCHEDULE
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SCHEDULE 11 — CONTRACTOR INFORMATION SECURITY PROVISIONS
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Agreement for the provision of Services
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